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Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME New Password

[ESCI=Exit [ENTER]=Submit

.<Enter> wpn 191 XN Intel ME Configuration ma OO0

737Y M21>° ,5Awn N3 NPwR 130 ,ME mian Hw aena ax 31aph awsxn (ME npous Hw aen nyeap) ME Platform Configuration
LTV AR



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [ti]1=Select [ENTER]=Access

ITYEM AR YTINN wRD <y > Yy yny OO

/D) TWnn .N01¥N 131w 1TR? D9IXRN no1unn) . (System resets after configuration change. Continue (Y/N
(. (%2



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [ti]=Select [ENTER]=Access

[Caution]
system resets after configuration changes
Continue: (Y/N)

77n mwn 9x L(wown) Enabled i nmwok May Yna noa i L (Intel ME 23 npa) Intel ME State Control x°n axan mwsxi

(M1 0220 non nma) Manageability Feature Selection mwaxi nx mw ,Intel AMT nx 7017 g2 ox .(Phvun) Disabled -5 o
.9 2wa (x97) None -%




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

[ 1 DISABLED
[=] ENABLED

.<Enter> wpn .(Intel ME nnuwip Sw smipn 157v) Intel ME Firmware Local Update 2 OO0
.<Enter> wpm (> ) Disabled w (qwswn) Enabled 12 ,3n x> OO0

.("wvun) Disabled 7 7 nmwsaR M2y 77mnea 072 na



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

[ 1 DISABLED
[=] ENABLED

.<Enter> wpn 1pn nxn (Intel ME 5w mion npa) Intel ME Features Control ~na OO0



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [ti]1=Select [ENTER]=Access

N2 NATAT LARMDYYE BW I 2% Ny nvap  anon (01 N0 non nna) Manageability Feature Selection x°n axan mwara
.Intel AMT x°n 97ma7

PR I MY 93 nR nvin (RP2) None mwsxa nna



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

[ 1 NONE
[#] Intel(R) AMT
[ 1 ASF

.<Enter> wpm (ampa von? 71m) Return to Previous Menu ~ma OOOO



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

.<Enter> wpn 1pn nxn (Intel ME 5w %»wn nopa) Intel ME Power Control ~na OOO0O



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel (R) ME Power Control

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

Mobile: ON in ®°1 9710 n7™2 nY7a .(mRnn 5w arw *azna Yyom Intel ME ON in Host Sleep States (Intel ME &7 axan nnwora
.SO



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States
Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

] Mobile: ON in SO, S3/AC

] Mobile: ON in SO, S3/AC, 34-5/AC

] Mobile: ON in SO, ME Wake in S3/AC

I Mobile: ON in SO, ME Wake in S3/AC, 54-5/AC

[
|
|
[

.<Enter> wpm (ampa von? 71m) Return to Previous Menu ~ma OOOO



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

.<Enter> wpm (ampa von? 7m) Return to Previous Menu ~ma OOOO



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Cowtrol
Intel(R) ME Power Control

[ESCI=Exit [ti]=Select [ENTERI=Access

.ME nmxn nx 2wy MEBx mymann xx OO0

NV ap Nowa oy WM 907 v¥an 1Pn anx (e Intel ME Sw amzn ny»ap) Intel ME Configuration Complete nymian nx »xn awnng
Intel AMT n7an 5w agna nx ¥12ph gmwsxa ,ME 5w anenn

Intel AMT 5w 7718n nyap

10°R2T 0725WR DR YXa L7 noowtoa Intel AMT 5w 371303 nysap MNTaT IR WOR 010

SR 2¥n? Management Engine mwax™ bw 1 25wa axmd ,MEBX 301 019°7% 213 <Ctrl><p=> wpn ,nwx1n »nnxa jona OO0

.Intel ME %w mw7na mnoson DR 1ara , An00 nwpana aynn aveomws OO

.<Enter> wpn 1pn nxn Intel AMT Configuration 2 OO0



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

Exit

[ESCI=Exit [ti]1=Select [ENTER]=Access

.<Enter> wpn 1pn nx (mxn ow) Host Name ~ma OO

.<Enter> wpn 1n nx 71 Intel AMT awnn a2y e aw Topn OO0

-7 N2WND DR 2700 W D02 ,awnan Yw IP -3 n2In52 2pna maRn M2 wanwa? 00l LW 2190 7IRN aW PRY X7 .21 91909 D10 IR mONan aw
AP



Intel(R) Management Engine BIODS Exiension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

S0L/IDE-R

Password Policy

Secure Firmware Update

Computer host name

[ESC1=Exit [ENTER1=Submit

.<Enter> wpa .TCP/IP 2 OO
ITYDIM AR YTIAN WRD <n> by yn> OO

(DHCP Enabl e] Disable DHCP (Y/N] o



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Secure Firmware Update

[ESCI=Exit [Ti]=Select [ENTER]=Access

[DHCP Enabledl

Disable DHCP: (Y/N)

.(omn av) Domain name awa owmnn aw nx 7opn OO



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

Provision Model

Setup and Configuration
Un-Provision

S0L/IDE-R

Password Policy

Secure Firmware Update

Domain name

[ESC]=Exit [ENTER1=Submit

.<Enter> wpn 1on “nx" vwonan (Appox ax7) Provision Model ana OO0
TAYDM 7RI AYTIAN WXy <n= by yrn> OO OO

(Enterprise] change to Small Business: (Y/N] o



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ I

Host Name

TCP,/1P

Provision Model

Setup and Configuration
Un-Provision

SOL/1DE-R

Password Policy

Secure Firmware Update

[ESCI=Exit [Til=Select [ENTER]=Access

[Enterprisel
Change to Small Business: (Y/N)

.<Enter> wpi 191 RN vonan (7Mxn nyapy 717a1) Setup and Configuration ama O OO0



Intel(R) Management Engine BIDS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Medel
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update

[ESCI=Exit [ti]=Select [ENTER]=Access

.<Enter> wpn 1on nx "noun 233 nR ¥ 72 (non apsoR 2xn) Current Provisioning Mode 2 O OO0

.NR¥Y 70 <Esc> W <Enter= wpa .3¥1 N7 ApDORT 28N



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
| 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLS PSK 4
TLS PKI 4
Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

Provisioning Mode: NONE

.<Enter> wpn 1pn 0k wvonan (apsor nmwn) Provisioning Record ~ma OOOO
YT R ¥ MEBX -7 ,ann X2 onnn ox Lawnnn Sw apsora PSK/PKIT nmwn Sw oonnin ovaxn Jona
(Npeoor nniwn nne @ x2?) Provision Record not present

.DWNI 190nn NAR a¥n Provision Record mawsRs 0 2ohniit ox



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
| ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PSK 4
TLS PKI 4
Return to Previous Menu

[ESC]1=Exit [ti]=Select [ENTERI=Access

Provision Record is not present

.<Enter> wpn 1n nxy voonam (appork nw) Provisioning Server 2 OOO0O



Intel(R) Management Engine BIDS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
| ]

Current Provisioning Mode
Provisioning Record

TLS PSK 4
TLS PKI g

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER}=fccess

.<Enter> wpm (apsox nw nand) Provisioning server address 77wa aposora nw Hw 1P -1 n2wn> nx 7opn OO0

.PPORT N Sw 1P -7 n2naY ApooRa nw NR mwe? 70w 7w H910 DNS -7 0w ax P ndyd w n nva2 n1aa .0.0.0.0 R0 DImen 2 T



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
| ]

Current Provisioning Mode
Provisioning Record

TLS PSK 4
TLS PKI 4
Return to Previous Menu

Provisioning server address

[ESCI=Exit [ENTER]=Submit

.<Enter> wpm (ax°x> 70on) Port number g7wa axexn nx topn OO0

AROXO PIRD APDORT MW ax L9971 1Ro¥a AppoRT N ay wp Nk foin Intel AMT L0 It na NI IR 2eRwn ax .0 X7 TR N nTan
LRI IR 7T, DA



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
| ]

Current Provisioning Mode
Provisioning Record

TLS P3K 4
TLS PKI 4

Return to Previous Menu

Port number (0-65535)

g

[ESCI=Exit [ENTER]1=Submit

.<Enter=> wpn 1pn R, vonn TLS PSK ana O OO0



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
| ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PKI 4

Return to Previous Menu

[ESCI=Exit [ti]=3elect [ENTER]1=Access

.(PPS -1 PID ma) Set PID and PPS »°1 axan mwoxn OO0
.SCS -1 >71-% 1P npon k> ,USB nnon my¥nka R 1217 112 1% PPS -m PID -7 nX

Sw 7770 95 12 2vopn o .o 32 X1 PPS 77w on 8 X PID 7k L(PPS) mppor? mnovon v (PID) npsoka mame 2w ar? A7 7 MIwoR
.SCS myxnxa 798 27 pon? 1 .omn 40 X1 PPS 5w 7R3 7)1 210 avwn Xn PID 5w 7087 o°opn 9710 199,200 vaR



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

|
Set PID and PPS =#

Delete PID and PP3 =«
Return to Previous Menu

Enter PID (e.g. ABCD-1234)

[ESC]=Exit LENTER1=Submit

MTIR Q01 Y71 N22pY .1I%°7 YW 27na n1ab awnnn nr v 1 mwar L(PPS -1 PID nponn) Delete PID and PPS nmwaxra 9y 377
2700 N3 g™ AYoa Y, ApSOR-R

.<Enter> wpm (a7mpn von? 77in) Return to Previous Menu - OOO0



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Set PID and PPS ==
Delete PID and PPS ==

Return to Previows Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

#% - may cause Intel(R) AMT partial unprovision

.<Enter=> wpi 1on XM vonan TLS PKI na OOO0



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
| ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PSK 4

TLs PKI 4

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

.<Enter> wpn 1on 0y voona (P angn nyap v v/ wek) Remote Configuration Enable/Disable ana OOOO

.(CA) o r mwna nomin arx nwaa nnwn ork (wown) Enabled 5707337 10on Hnn nvnas (5hvin) Disabled natam r mwsr



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) Z2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Return to Previous Menu

[ESCI=Exit [til=Select [ENTER ] =Access

[«] DISABLED
]

[ 1 ENABLED

®% - may cause Intel(R) AMT partial wunprovision

.22 2% 397 ,Enabled 2 &% ox .21 7y 19 oadwa v, (hwswn) Enabled ~mwn oy OO OO



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable #=x
Manage Certificate Hashes

Set FODN

Set PKI DNS Suffix

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

®% - may cause Intel(R) AMT partial unprovision

5% Hash 7011 X pim? 001 .51 nvnas o7am Hash nvaax . (oweer 5w Hash 9171) Manage Certificate Hashes x°n nxan mwara
.MpPY 20



Intel(R) Management Engine BIOS Exiension v4.0.4.0003
Copyright(C) Z0603-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes

Set FODM

Set PKI DNS Suffix

Return to Previous Menu

Hash Name Active Default

eriSign Class 3 Primary CA-GL [ ] [%]
UeriSign Class 3 Primary CA-G3 (%]
Go Daddy Class 2 CA []
Comodo AAA CA [%]
Starfield Class 2 Ch [#]

[ESCI=Exit [INS1=hAdd [DEL1=Del [+]=Active [ENTER]=View

.<Enter> wpn 1on “nx" vonam Set FQDN ~ma O OO

.<Enter> wpm X271 77wa apsoxa nw >w FQDN -7 nx topn OO0



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnmablesDisable ==
Manage Certificate Hashes

set PRI DN3 Suffix

Return to Previous Menu

Enter FQDN of provisioning server

[ESC]=Exit [ENTER]1=Submit

.<Enter> wpn .(PKI DNS n»vo na1an) Set PKI DNS Suffix ama ,venan OOOO

.<Enter> wpm xan 77w2 PKI DNS -7 mavo nx Topn OO OO



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Manage Certificate Hashes
Set FODN

st PRI DNS suftix

Return to Previous Menu

Enter PKI DNS Suffix

[ESCI=Exit [ENTER]1=Submit

.<Enter> wpm (ampa von? 7m) Return to Previous Menu ~ma OOOO



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Return to Previous Menu

[ESCI=Exit [ti]l=3elect [ENTERl=Access

#% - may cause Intel(R) AMT partial unprovision

.<Enter> wpm (ampa von? 71m) Return to Previous Menu ~ma OOOO

.Intel AMT Configuration v1son? 7mR mn 7 737w9



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
| ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PSK 4
TLS PKI g

Return to Previous Menu

[ESCI=Exit [ti]=8elect [ENTER]=Access

J7Im" 9PY02a 1Y, APDOR-R MITIR 0N YT N23pY L0 W DTN nPTaY awnad nR 37 1 mweR L (apoor-R) Un-Provision mawara By ao7
Ravaisalankany,



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
SO0L/IDE-R

Password Policy

Secure Firmware Update

[ESCI=Exit [ti]1=Select [ENTER]=Access

.<Enter=> wpi 1n 7 SOL/IDE-R 2 OOOO



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP,/IP

Provision Model

Setup and Configuration
Un-Provision

S0L/IDE-R

Password Policy

Secure Firmware Update

[ESCI=Exit [Ti]=Select [ENTER]=Access

IAYDM RAT AvTIAN wRd <y = by yno OOOO

amR'? v91RN nownn [nArnn]) (Caution] Systemresets after configuration changes. Continue: (Y/N] o
.((?/2) :Twnn .NOI¥N2 DT11°W



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

SOL-/IDE-R

Password Policy

Secure Firmware Update

[ESCI=Exit [Ti]=Select [ENTER]1=Access

[Caution]
system resets after configuration changes
Continue: (Y/N)

(tmo'o1 wnnun ow) User name & Password o
.<Enter> wpn 191 RN (wown) Enabled a2 OOOO

.MEBX =% p7n aw °a0 navnn amt pa o, nvamm 1 nweR aRk WWebGUI -an mRno oY wanwn 52079 NIwoRA 1T MIWOR



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Secure Firmware Update

[ESCI=Exit [ti]=Select [ENTER]=Access

Username & Password
[ 1 DISABLED

(=] ENABLED

.<Enter> wpn 1pn 1y (Awown) Enabled ana ,(Serial Over LAN (SOL/IDE-R a2y OOOO



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Secure Firmware Update

[ESCI=Exit [ti]=Select [ENTER]=Access

Serial Owver LAN
[ 1 DISABLED

(=] ENABLED

.<Enter> wpn 1n nxn (qwown) select Enabled ,> 1na IDE Redirection 12y OO OO



Intel (R} Management Engine BIODS Extension v4.0.4.0003
Copyright{C) 2003-08 Intel Corporation. All Rights Reserved.
[ |

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Secure Firmware Update

[ESCI=Exit [ti]=Select [ENTERI=Access

IDE Redirection
[ 1 DISABLED

(=] ENABLED

.(hwmrn) Enabled x°n 7m0 naa namaa (o anwp 17v) Secure Firmware Update x°n ax2m mawasn



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Secure Firmware Update

[ESCI=Exit [til=3elect [ENTER]=Access

[ 1 DISABLED
[=] ENABLED

.Set PRTC %y 297



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
| ]

TCP/IP

Provision Model

setup and Configuration
Un-Provision

SOL/1DE-R

Password Policy

Secure Firmware Update

Set PRTC

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:33)

[ESC1=Exit [ENTER]=Submit

ME ~woX> nana1 WoL mawsR awRd 27 o 31 ja1r pod .1 X7 27mnn nvna naaa . (mws o Hw et po) Idle Timeout ®°7 axan ninwoxn
IR 2wen 23 May



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Provision Model

setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
set PRTC

Idle Timeout

Timeout Value (1-65535)

[ESC1=Exit [ENTER]=Submit

.<Enter> wpm (ampa von? 7m) Return to Previous Menu ~ma OOOO



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
[ ]
setup and Configuration

Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
set PRTC

ldle Timeout

Return to Previous Menn

[ESCI=Exit [ti]=Select [ENTER]=Access

.<Enter> wpn 1n nx (oxoy0) Exit 2 OOOO



Intel(R) Management Engine BIDS Extension v4.0.4.0003

Copyright(C) 20603-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [ti]=Select [ENTER]1=Access

IOV RAT AvTIAn wRd <y = by yno OOOO

((R2/12) ?nR¥? T11¥120 mMivd NNx Oxn) : (Are you sure you want to exit? (Y/N



Intel(R) Management Engine BIDS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [ti]=Select [ENTER]=Access

[ CONFIRM EXIT 1

fire you sure you want to exit? (Y/N):

L0797 1991 INTAT 28N NV KA1 2WANT LOAWAT 920 DR PR AWnnT IR 720 .WINn SYom awnnn
123 T2 aImn




123 T2 aImn

(SMB 2:n) MEBX pwnn

oxm MEBx -1 .Dell Sw BIOS -1 75951 aw® ™Dell -5 poon 210w ROM 917, (Intel® Management Engine BIOS Extension (MEBXx
.Dell »awnn?

Set PID and mawaxa X1 SMB 2xn2 nwa71 A0Rw A7m00 777307 .(SMB) "nra jup poy axna Intel AMT 5w aixn ny»apy 717302 ax namn Dell nnan
(M x) Enterprise opna (up pov) Small Business nimn (Apoox 23n) Provision Mode mawsxn ,70 %y qom .(PPS -1 PID nama) PPS

SR 2322 Intel AMT 5w 37807 DR 91291 17072 °72 1202 0027w DR X3

ME v 77130 nyoap

10°R27 0°25Wa DR Y¥a L, 7ven npouhoa (Intel Management Engine (ME nx awoRb 7
.MEBXx »20n% 012°1% >75 Dell 5w w%1 qoma <Ctri><p=> wpn OO
.NPweY nMen 3 mRnoo .<Enter> wpn .Intel ME Password 77wa admi n Topn OO0

.MEBX %@ n1MwoR2 2w ¥I¥°2 2197 700 N2 DA DR nuwh 7oy

Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC]=Exit [ENTER]=Submit

.<Enter> wpn 1pn nx Change Intel ME Password - OO0
LR QWY onys awInn anocon nx Topn OO
1D°K27 0°2°577 DR 90Y AW 700000 DY

o°Mn Y o
R Y MR o
NAR 7P DR o
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Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME New Password

[ENTER]=Submit

.<Enter> wpn 19n nx7 Intel ME Configuration ana OO0

[ESCI=Exit
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[ ]

Intel(R) ME Configuration
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Change Intel(R) ME Password
Exit

[ESCI=Exit [ti]1=Select [ENTER]=Access
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Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [ti]=Select [ENTER]=Access

[Caution]
system resets after configuration changes
Continue: (Y/N)
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Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

[ 1 DISABLED
[=] ENABLED
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Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

[ 1 DISABLED
[=] ENABLED
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Intel(R) ME State Control
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Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [ti]1=Select [ENTER]=Access
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Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

[ 1 NONE
[#] Intel(R) AMT
[ 1 ASF
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Return to Previous Menu
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Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access
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[ESCI=Exit [ti]=Select [ENTER]=Access

] Mobile: ON in SO, S3/AC

] Mobile: ON in SO, S3/AC, 34-5/AC

] Mobile: ON in SO, ME Wake in S3/AC

I Mobile: ON in SO, ME Wake in S3/AC, 54-5/AC

[
|
|
[

.<Enter> wpm (ampa von? 71m) Return to Previous Menu ~ma OOOO



Intel(R) Management Engine BIODS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu
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Exit
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TCP/1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Secure Firmware Update

Computer host name

[ESC1=Exit [ENTER1=Submit
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Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Secure Firmware Update

[ESCI=Exit [Ti]=Select [ENTER]=Access

[DHCP Enabledl

Disable DHCP: (Y/N)
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Host Name
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Setup and Configuration
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Password Policy

Secure Firmware Update

Domain name
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Provision Model
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Un-Provision
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YDA POV, APDOR-R MTIR A0 Y71 N73p% .00 W DI 1722 awnna IR a7 1 mawek L (Apoor-R) Un-Provision mawsxn by ay7 OO OO
.97 nv1ab gt

.<Enter> wpn .SOL/IDE-R 2 OOOO



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Iwntel Corporation. All Rights Reserved.
[ ]

Host Name
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Secure Firmware Update
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[ESCI=Exit [Ti]=Select [ENTER1=Access
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Host Name
TCP/1P
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Un-Provision
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Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=Select [ENTER]1=Access

[Caution]
system resets after configuration changes

Continue: (YsN)
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Host Name
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Provision Model
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Password Policy

Secure Firmware Update
Set PRTC
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Username & Password
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Host Name
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Secure Firmware Update
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[ESCI=Exit [Ti]=Select [ENTER]=Access
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Host Name
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Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=Select [ENTER]=Access

IDE Redirection
[ 1 DISABLED

(=] ENABLED
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Password Policy

Secure Firmware Update

Set PRTC

[ESCI=Exit [Ti]=Select [ENTER}=Access
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Host Name

TCP/IFP

Provision Model
Un-Provision

SOL/IDE-R

Password Policy

Secure Firmware Update

Set PRTC

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:33)

[ESC]=Exit (ENTER1=Submit
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TCP/1P

Provision Model
Un-Provision

SOL/IDE-R

Password Policy

Secure Firmware Update
set PRTC

Idle Timeout

Timeout Value (1-65535)

[ESC1=Exit [ENTER]=Submit
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Provision Model
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
Set PRTC

Idle Timeout

Return to Previous Menu

[ESCI=Exit [Ti]=Select [ENTER]1=Access

.<Enter> wpn 1n nx (oxoy0) Exit 2 OOOO
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Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [Ti]=Select [ENTER]1=Access
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Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=Select [ENTER1=Access

[ CONFIRM EXIT 1

fire you sure you want to exit? (Y/N):
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Welcome

Welcome (o Dell Client Managper Standard, This hardware managemen solution 1885 you manage your Dell
Procision workstations, Opliflex desktops and Lafude nobebeoks fram 3 remots managemend console
Hanagement capabilfias for cedain older madeds as wall as Dell Inspiron notebooks and Dimansion
desHops are Emited 1o discovery only. Sea he Product Guide for a camplels list of supported modals.

Dl Client Manager Standard incledes a 90 day licenss. If the licenss is aliowed to expire, invantory funclions
will cease fundlioning. To obtain a ee, wnlimited Boanse you must register your produdl Gnce you have
oBtained your wnlirmited Beanss you will need 10 install it Click hire 1o install a licénss

Getting Started

Qwick Start Tasks, If you've abready instalied the Alirls management framework - Altins Mobfication Saner
plus manapement agents on e systems you wish o manage - you are ready 10 enable hardware
rrianagement on your qualified Dell client systerns by folowing the Bnks in the Enable Hardware
Management section al fe lop of the guick start task menu, on the ket

Clicking any nk on the quick Stam Lask meny opens M Larget ask, policy, o report in this window, Click the
Vigw Rapodt bution an any of the five hardware managemaent task pages 1o leam e status of the task
Please nole hal, depending upan vour Notification Servar configuration seftings and other Factars, hase
raposts may take some time to begin reteming data the first time you enable the policy or task that is being
raported on

First Time Setup. I you'v just instaBed Allins MoGScation Sereer (o0 the first Gme, thang a0g a Tew thangs you
need o do first before you can perform Dell Client Manages tasks. Links to these tasks are found under the
Gefmng Started section of fhe quick siart task manuw. Akso, depending upon your enviranmeant and
management preferences. you may want to consider adjusting some Nolficalion Server conflguralion
options to beter sult your naeds.

Learn more...
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& [0 Configuraton
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iy S3=p 1 Descover Capabilties
03 5o 3. view Intel @ AMT Caoabie Computers
@) Sten 4. Create Profis
@) 5180 5. Generate Secunity KEyg
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¥ S3ep 7. Monitor Provisioning Process
@) Sten B Moniter Frofie Assigrments
@ [ Erwnie Sacuity (TLS)
B [0 Section 2. Invtel 3 AMT Tasks

pitiriabox. v oot = TRAVEROVADM Infebator

DNS Configuration

[DNS) Sarvar, The DNS must have information for two antitios:
= The computer runnang Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DNS

Intels 5C5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstarad in the DNS as “ProvisionServer”.
This miest be dona in each DNS Domain, When it sends its "Hella® message, the Intel® AMT
device first uses the domain name received from the DHCP server, If there is more than one
SCS in the domain, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records need to be
added to: the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it

Intel® AMT device satup and configuration requires the presance of 3 Doman Mame System

@ [ Aeporss !
T resolves to the comect Inteld SCS Server.
‘Resolved "ProvisionServer” I |
Resslved Intel® SCS 1P:
Inteks AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN]) of
the Intel® AMT-enabled machines that are being configured.
Intel® AMT davices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device i not a secure DNS client and it relies on the host 0S5
to maintan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
s ¥.| | requests and responses issued by tha host OS5, Tha Intel® AMT device then uses the IP
= & My Pavarites provided by the DHCP to the host OS a5 its own.
B altris Console Home When the host 05 is down, the Intal® AMT device requests DNS registration of its
configured FODN from the DHCP {opbon B1). This works only if the DNS and DHCP are =
e T TS e [Riewm 2

.ny> &7 Intel SCS -m ProvisionServer -1 may IP -7 nana
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antitios:
= The computer runnang Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DNS

Intels 5C5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstarad in the DNS as “ProvisionServer”.
This miest be dona in each DNS Domain, When it sends its "Hella® message, the Intel® AMT
device first uses the domain name received from the DHCP server, If there is more than one
SCS in the domain, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records need to be
added to: the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it

Intel® AMT device satup and configuration requires the presance of 3 Doman Mame System

& [ Reports resolves to the comect Intel) SCS Server.
B8 Tk TH;I
Resolved "ProvisionServer” IP: 192.168.20.10 | |
Regolved Intel® SCS 1P: 192.168.20.10
Inteks AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN]) of
the Intel® AMT-enabled machines that are being configured.
Intel® AMT davices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device i not a secure DNS client and it relies on the host 0S5
to maintan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
s ¥.| | requests and responses issued by tha host OS5, Tha Intel® AMT device then uses the IP
= & My Pavarites provided by the DHCP to the host OS a5 its own.
B altris Console Home When the host 05 is down, the Intal® AMT device requests DNS registration of its
configured FODN from the DHCP {opbon B1). This works only if the DNS and DHCP are =
Dane T TS et TSR
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antitios:
= The computer runnang Intel® SCS Server must be registered in the DNS
+ A configured, operaticnal Intel® AMT device must be registered within DS

Intels 5C5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstarad in the DNS as “ProvisionServer”.
This miest be dona in each DNS Domain, When it sends its "Hella® message, the Intel® AMT
device first uses the domain name received from the DHCP server, If there is more than one
SCS in the domain, the DNS will altemate bebween the servers. If there are mulbple SCS

instances or the server platform has a different name, then CNAME records need to be
added to tha DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it

Intal® AMT davice satup and configurabion requires the presance of a Domamn Name System

: g :::t resolves to the comect Intel) SCS Server.
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Resolved "ProvisionServer” IP: 192.168.20.10 | |
Resslved Intel® SCS 1P: 102.168.20.10
Inteks AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN]) of
the Intel® AMT-enabled machines that are being configured.
Intel® AMT davices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device s not 3 secure DMS client and it reles on the host 05
to maintan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

s ¥.| | requests and responses issued by tha host OS5, Tha Intel® AMT device then uses the IP

= & My Pavarites provided by the DHCP to the host OS a5 its own.

B altris Console Home When the host 05 is down, the Intak® AMT device requests DNS registration of its

configured FODN from the DHCP {opbon B1). This works only if the DNS and DHCP are =
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€ Hun as soon a5 possible after the scheduled tme

I User Can Run

I Notify user when the task is available
I™ Warn befora running

Favorites - cancel i The Agent installabon task has been saved successfully
= =) My Pavorites
B Altris Conscle Home

Done. P T T G inemet B
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] & )i Akirs Console 6.5
21 altiris console ™
Home  Wiew HManage Tools Reports Configure  Help =

A —
2 3 outof Band Management

B 5 Alert Standacd Fonsat Ges Seeried . .
8 ) Cotectors ol 'All Intel® AMT Capable Computers

pirta b, Hrepro docal © THVERO Adminrbator

@ 1 Corfiguraton |.m g in tais coll #ra Intel® AMT cacable.
2 B3 Jriel AMT Gattng Started Last Updeted: 673772007 11:03:33 AM
2 O Section §. Provisioning !3} Thiz collection has no members.

= ] Basic Prevmoniog (veoul TLS)
@] S 1 Configune DS
& Step & Dgcover Capatulbes
133 'Simp 3. view Trbel @ AMT Cagabie Comguibers
&) 5ep 4 Create Frofls
@] 5ien 5 Genenabe Secunty Keys
@] 5 6. Configune Automabic Profis Assignments
@ 550 7. Monitor Provisoring Frocess
@) 5%ep 5. Monitor Profle Assigreents
B O Eranie Security (TL5)
# (] Secton . Ined® AMT Tasks
# [ Amporss
E O Tasks

= [ My Favortes
B Ay Conecle Home

e T T TF Gneenet [3Cio =2
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A 2y Console 6.5
<1 altiris console

® B et Standard Forsat Gattrmg Sterted
i O] Colectors
& O Configuration
E B3 Intel® AMT Gettng Started
5 [0 Sacton 1. Provisioning
] B Prenvesioniog (wishout TLS)
@] 5%eo 1 Configure DRE
& Step 2 Dwcover Capabiibes
103 'Step 3. View Intei® AMT Capabie Computers
@) Steo 4 Craate Profis
@) 5280 5. Generate Secunty KEys
@] Step £ Configure Automatic ProSis Assgnments
@] Step 7. Monitor Provisioning Process
@] StepE. Moniter Profie Assigrments
@ [ Erwnie Sacuity (TLS)
# [0 Secton 2. Intel® AMT Tasks
& [ Aeports
B O] Tasks

& G-

| I -8 -

» Y]

'All Intel® AMT Capable Computers
||l-liu.n gt in this tolletion are Intel® AMT cacable.
wmak Updated:  @2T/200T 1100311 AM

(%) This collection has no members.

e bt

B & My Pavorites
B Altris Conscle Home
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SF B Thtkis Console 6.5 [ fi - B - - reage - CTack - ¥
"1 altiris console —————y : :

Home Wiew Hansge Tools Reports Conligure Help =

4| .
2 B Ot of Band Managarent el ek I
% £ Alert Standard Foomst Getting Started Manage Profiles
@ ] Colecbors
®E 1 Configraton

|}-:'rl..l!|I|:IIZI |F‘r1|1|||: Marme ||.:|I:'v'||:|.':i .”I.".iI:rIFJr.II'IrI

= B IntelT AMT Gattng Started
S [ Section 1. Provisining
= [0 Basie Provisoniog (without TLS)
@) S 1. Configure DR
&% Step 2 Dwscover Capabiibes
1 saep 3. view Tribel @ AMT Cagaidie Compuibers
4T Saep 4 Create Profe
@] Sten 5 Genecabs Secunity Keys
#] Step £ Configure Automabc Profle dssgnments |
9] Siep 7. Monitor Frowsioning Process
@] S3mp . Monitor Profle Assigreents
# [ Ernie Sesumity (TLS)
B ) Secton I Intel® AMT Tasks
# [ Reports
B ] Tesks

Favorites -
= [ My Favorites
E: Alteris Consle Home

Done T T T T i ntemee [Rioms = 2

1822 M2 L TNV 9P APINN OWY L2730 TR0°0 TN NOIYAT 2TIn LRD°0T O T 2°91197 XM oW DR MIw? N3vnn oman mawesra ,(°920) General novao
v oo 1M (1) manual mawaxn

| General | Network | TLS | AcL | Power Policy |

General Administrator Credentials
Profie marme: |defaurt_2 User name: |.ar.1r:rr-1
Profile description: Intel® AMT 2.0 password:
Default profile 2l # pandom creation
#l " Manual:

Pascword rll"ll'ili'liilililtill

Kerberos :
onfirm password [ll FEFREAEE RN

Max clock tolerance: |5 minuies

Intel® AMT 1.0 password:

Paseword: Llli‘i!ll!llill!li!‘

ok | cancel |

Tt abrishor trvpre.doc st OOBSCfE G ProfilDig, sspFactionmadd IR Inkernat =




Intel nx n17 770 ox .IDE Redirection -1 Ping, VLAN, WebUI, Serial over LAN mawn “woR> mawoka nx npoon (nw1) Network n»oov1on
.MEBX -2 o3 m»nr 798 mmaaa 9o ,AMT

2 Altiris Console -- Webpage Dialog
2 htp:ltvisbo,trvpro, kst s OOBSCEBRProfseOly, aspcractiormadd =]
- s
o) alti

Configure Intel® AMT Setup & Configuration Service Profile

| General | wetwork | TLS | AL | Power Policy |

General
[+ Enable ping response

VLAN
™ Use yLAN

v tag: (SR

Enabled Interfaces
™ web U

¥ Serial ovar LAN
 IDE redirection

CK | cancel |

I Inkernat ] 5

ikt akrishor Arvpre. o s Albris  OOESCEdtProfileDi, &spx P actionmadd

M@ N aw 5913 ,2°WI73 2NR YT OY0R T901 ,NIWDIRA W MAwsR ok . TLS wor? n7>n nx npoon (TLS (Transport Layer Security 1700707

R npraam CA a0 ,CA v amwn aw ,(CA) owra

2} Altiris Console -- Webpage Dialog
2 | hittpe falticisboee. brvpro, localfakicts \O0ESC [Ed ProfileDig, asp:Tactnn=add j
- s
oy alti

Configure Intel® AMT Setup & Configuration Service Profile

| General | Network [ TLS | ACL | Power Policy |
s

™ uUse TLS
Configure the Profile Certificates

CA server name: |

LA coOmmon name: |

- [Enterpese 5|
armplata: |
ok |  cancel |

okt skrishot_trpro bo sl Altris IOOBSC EdtProfilaDly, ssp? actionmsdd €8 Irkernat [

.O7DW WX MIRWIT DR DTN DOWIN DOWHANWR P0IN? 013 0N L, AT 01197 120 Mwnn ownnwn npo nwnwn (e napa nwn) ACL mhoowian



) Altiris Console -- Webpage Dialog

£ | hittpe) fadtirishooe. brvpeo, localfakints OOESCIE M ProfilDig. asp:actione=add

L4jx

Configure Intel® AMT Setup & Configuration Service Profile

O alti

| General | Metwork | TLS | AcL | Power Policy |

 add |

View and Configure the Profile ACL

ok | _ cancel |

ikt [ il brovpr oo sl Altires A OOBSC fEdik ProfilaDig, aspuc? actionsadd

& Trkernet

ow yar pod) Idle Timeout nama o3 md Intel AMT qmay arws *agn nPma% 7NN Nyap MMAwsR N9 (Prwn n>x nr) Power Policy 7owion

A

DA D3R NP ,0 -3 MPYD 0 W AT pOD THN IR Yo (s N0

.E-Star 4.0 oxin aRwn? awnea v non 9y yownh wy (Srwn n>x nvrn) Power Policy 13000700 May maTaan

) Altisis Console -- Webpage Dialog

|
2 | it Fadtietsbeee. brvpen, local Akt OOESC IE@ ProfileDin, aspacton=add

Configure Intel® AMT Setup & Configuration Service Profile

O alti

Configure the Profile Power Policy

| General [ network | TLs [ acL[Power Palicy |

Inkel® AMT s ON in the following host sleep states:

|]nte§'3, AMT is always ON (S0-55)

Idle Bmacut:

0 minutes

oK I Cancel |

ikt akrishor Arvpre. o s Albris  OOESCEdtProfileDi, &spx P actionmadd

68 Trkernet =7
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o = [0 Btk fatiicbon. trvpro. b l kit Console Defnit s Corsoleudef 33806 7-250b-4250-51 86-fe2f4050e 076 Mhewiidmi =] | 1 || # |[Loe o |2 -
S5 dhE )i Console 6.5 | | M- - e ipage - TTeeks - T
<1 altiris’ console ttirinBoe brépen. Thca! + TRYSROADmImigtrator ' :
Home View Hanage Tools Reports Configure Help =

4 | e e e
.:t- :: At Standard Forsat Gettmg Sterted Manage Profiles
B [ Colechors
® 01 Configraton
E B IntelX AMT Gattng Started
S [ Secten &, Provisseing 3 default 3 0
] B Prenvesioniog (wishout TLS)
@) S 1. Configure DRSS
. Step I Dcover Capabiities
B3 Sten 3. view Dtel T AMT Cagable Comouters
4T Saep 4, Creste Frofls
@] Simn 5 Generabe Sacunity Keys
@] Stz & Configure Automatic Profie Assgnments
9] Siep 7. Monitor Frowsioning Process
] Step . Monitor Profle Assigreents
# ) Ereis Sasity (TLS)
B ) Secton I Intel® AMT Tasks
# [ Reports
B O] Tasks

il‘:'rl..'fl|ll||:| |F"r1|1|||: Marme |IZI|:'-4-'||:-':: .H‘lr'.:l:npr.lun

Defaull profle

Favarites . = i

e cwEi 1 bo 1ol

B [= My Pavontes Fager 1 ofl Rows par page: |41 7]
B Altris Congole Home

o T T CE e nteme T

.(USB nnon? anvar mnnon x1¥») Export Security Keys to USB Key v yavnw yrn oy %00 DX 02



wers Imbernet Explorer x]

@-_ﬁ: v [73 bt atiisbe.trvpro Joc iRk CorsoeDek . g oreoleGukdm 3 8Bb6T-250b-4200-5186-fe2t+ude T0Tamentuidmrz] #2|| % | [ e o
SF B Thtkis Console 6.5 [ fi - B - - reage - CTack - ¥

<1 altiris console b |

Hime m-_ﬂme Tools Reports Configure  Help =

4| = F —
¢ 5 _
= B Dut of Band Managarment s f"l *'@Hlﬁﬁ-ﬁ I
& O3 Alert Swnderd Format Gettrg Started Manage Security Keys
@ ] Colecbors
®E 1 Configraton

E B IntelX AMT Gattng Started
S [ Section 1. Provisining
= [0 Basie Provisoniog (without TLS)
@) S 1. Configure DR
&% Step 2 Dwscover Capabiibes
@1 5ien 3. view Irtei @ AMT Capable Comguibers
4T Sawp 4, Create Profe
@) | Fimn 5. Gener b Saority Ky
#] 5tep & Configure Automabc Profie dssgnments |
9] Siep 7. Monitor Frowsioning Process
@] S3mp . Monitor Profle Assigreents
# [ Ernie Sesumity (TLS)
B O] Section 2. Invtel @ AMT Tasks
# [ Reports
B ] Tesks

Favorites -

=[] My Fanvarites || T Filkwr By 2100 I™ Fitar by pes: |

B Altris Congole Home

Done T T T T i ntemee [Riom = 2

.(x1x» 2199 mnnon pon) Generate keys before export mawaxa 182 nx n2

Export Security Keys to USB Key O altiri

£ only selected
™ Generate keys before export:

Gesnerale S u:ri‘l'lf- Koy
reumizer: of aECUTIRY KEyS5-0L0 gemerate: |5|:|

Factory Default Intel® Management Engine Passwored

[ntel® ME Pagewori; [aamin

HNew Inteb® Management Engine Password

[ ward s et raleFded o WEE key ortymed dnmenunlly inte the Meragement
Engine 5 Extons LrREr
Irtel [ ME Password: [pelirza;

Export Result
To rreaie and downlead USE ey Nle, Feat confsgure satbngs and dick Genaraie lile; and than
ghizl: Cezrvnil ] USE kay Fa; Placy o Sadad e b USE Searmge Davioe.

Avadable: Mo data exportad yet ! Ganarate | Close |

thitkp: fakivishostrvpro. o sl Blbiris (OOBSC Sec ity MER:Satting=Page asont il Inkermat |

i




.50 ®°71 93man 02 (0 pook whw Dawnnm 150n? OXNAA) PPOAY WUW NINNONI 190n DX T

ga’-"irl-_‘ Comsale -- Wehpage Dialog

Export Security Keys to USB Key O altiris

7 [Generate keys before sxport:

Generate Security Keys
umber of security keys to genarate: |5|II

Factory Default Intel® Management Engine Password
Intel® ME Password: |ac|n1|n

New Intebs Management Engine Password

% mither uploaded Form 58 ey or yped in manually into the Manogemant

BEDN BT

IntelE ME Password: [pelizzar

sh=ke Dovamlsasd USE Ly Es. F ipnirlaadad Se ta i USE- Sarags Dendios
Avadable: Mo data exportad yet Generate |  Close |
httn: flabrishox. trvproUoc sl /O0BSC SecurtyMER: SettmgsPage. aspie gl Internat | &

.72°207 M2y awna Intel ME nnoco Sw angna R yap .admin ®°7 Intel ME 5w 57n7 nv12 nnoo

g.l’."irll_. Cionysnle -~ WE-b".ulJerlg\hjlj

7 lGenerate keys before export:

Generate Security Keys
Humber of security keys to generate: |5l:I

Factory Default Intek® Management Engive Password
Intel® ME Passwaord: Ia-:lr1ln

HNew Inteks Management Engine Password
This sxear e i either uploaded Fom W53 ey o vped in mamually intp the Managemant

EHEREDN BTG

Intel® ME Password: [oelirza

htkni flabrishox brvpeo o all e A O0BSC {SecurtyMEB: SebimgaPage. aspi il Inkernat | &

.(7pon) Generate 1¥nY% HRawn MR oM ,anona Ny ke L(apsn) Generate Yy yn>



-« Webpage Dialog x|

|.E rmx.rmnm b, boscid foakiets OB T SeournityEEx St HingsPags.. ummm ﬂ
Export Security Keys to USB Key O alti
Export keys

- |
& ‘Onty sedected

2 IGenerata keys before export

Generate Security Keys
Humber of secunty keys to generate: |5l:|

Factory Default Intel® Management Engine Password
Intel® ME Password: Jadmin

Hewmtela} llanagmnt l'rlghe Password
This password éx sither uploaded from USE key or typed in manually inbs the Manegemant
Jimk BIOE ExtamEion sroe

Intel® ME Password: [oelirza
Export Result
To traats and download USE ey Ala, Feat canfagure satings and dick Genarate Yils, and than
glizk Cownloas USE kay, Me: Place deanlosded ffe b the USE Starags Davicoe
Avadable: No data exported yet Generate Close |
bt [l akirisbocetrvpro b all At | OOBSC fSecory MEB < Setting=F age. asp’ (g Inbernet =z

.Provisioning Server -2 USB 2ann 71n% 03% omp nunsw USB -7 3P0 NR 0137

.7 0720 amm USB -1 jpnn LUSB -1 3pna setup.bin yapa nx ab >0 (USB nnan yap n1mi) Download USB key file mwpn Sy yrb
.USB -7 jpnma yapn DR 1w

.2 setup.bin yapn naw 199 USB -7 1p0a nR wims vanoh wh 00000 Manomna T1X 1 TNy ox

wsale - Webpage Dialog x|

|.E Fichpey fadkirtsbnoee brvipeo, kocal fAkiets M OOESC Senurity MEE: SetingsP age. ummm ﬂ

Export Security Keys to USB Key O alti

Export keys
|
£ on

£ IGenerata ke»-s before export

Generate Security Keys
Humber of securnty keys to generate: |5|II

Factory Default Intel® Management Engine Password
Intel® ME Password: {admin

Hew Inteb® Management Engine Password

Thizs password ix sither uploaded from USE key or typed in manually inbs the Manegemant
Enging BIOE Extemnuion sree
Intel® ME Password: [penza
bq:urt?.mlt
To orepte and cownleasd UEE Sey Ha; et conbgure owl angd ghick Ganerats file. mnd then
Cownlpad USE key flin. Place dosniosded file to the USE Storage Davics
Avadable: Download USE key e [“Generate | Close |
2T 2007 1L LT A3 AN

g} skirishos brvpre boe sl b JODBSC Security MEB: SettingaP age aspec il Inkernat T




.(r2» n11) File Download nw-1717 n2°na (7nw) Save vy OO0

x
g;mn'tluu"lﬁlﬂmwﬁd_:mnwﬁwhm
@ Hams ssbup,bin

Typer  Unbrsowsn File Typs, 25,566
From: - altirisbers, brvpro.bocal

pod || S [Tt

o compniter, If you sounce, do not find &
peogiam ba open this fle o save this e Whet's the rig?

.(Mmnw) Save Yy yn? .USB -7 1pna? am ((a 7nw) Save in hw opnaw xm OO0

e rs TP

Savene | < Removable Disk [E] O

My Fiecant
[hooumens

pos

Detkiop

=

My Deciments

-
-
My Comprbes
-
- -
My Metws Fin m it ga
Save a1 ype: F.mtlmuﬂ ﬂ _:'m A

.(mown a1n) Download Complete mw-111 nna (77730) Close by yr> OO0

Download complete I (a1
/8

sesbusp, i Frees altirishaoe v Jescal

Dowenloaded: 55BN | e
Dncesnibousd bo E:lzatup. bn
Trarsfer rate:  25.5KB[Sac

I e this dilog b mhen downlosd compieied
gpen | Openfoider [ Tee |
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CEEV——— =101 x|

Fle Edt Yew Fgorfes Took  Hel i
] - 2 Search Folders | [T3=
Addrass [~ £1) | B
Hame = e | Type | Date Medfied | erribites |
File and Falder Tasks ¥ Sl setup.bin H KB BN Pl EIET2007 LiizaM A
Other Places =
Cretails -

itemovahle Disk (E:)
Removabls Disk

Fia Sysesmc FAT

Altiris Console 5x i »715 1107 10 2wy ExXport Security Keys to USB Key mnona nk 230

VTR Ay o T mmm USB -1 1pnn .awnng IR SYem 1pnan DR 0197 ,awnnn 9% USB -1 1pna i mp

((®2/12) n univir npooxra Twnn) (Continue with Auto Provisioning (Y/N

.<y> wpn

Intel(R) Hanagement Engine BIDS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

...NDUNN 21TNRY TTUNN? D 1NWYD Upn U pme



Intel(R) HManagement Engine BIOS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Management Engine BIDS Extension
Copyright(C) 2883-87Y Intel Corporation. All Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIDS Sync - Successful

NPT DR DR NI 2wnnen DR 720,390 b InRe

-(nrummr 010 MIRep Yw 710 nyap) Step 6. Configure Automatic Profile Assignments 2
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MR Dpanrt Comle 63 | | B - 6 -k o e+ o
<1 altiris console it B Bropes Toeal  TRUBRO\ A It ater f . ==
Home View HManage Tools Reports Configure Help =
2 B Dut of Bard Managemsnt -'s-t'I JF*QE"h&'ﬂﬁ I
SR e A e DE g Manage Security Keys
@ [ Colecbors
® 01 Configraton

E B Intel® AMT Gaitng Started
2 O secton 1. Provisning
& [T Blasie Provisioning (without TLE}
@l S0 1 Configure D
b Step I Dcover Copabiities
1 5o 3. View Intel @ AMT Caoable Comouters
4T Sawp 4, Create Profe
@] St=n 5 Generabe Sacurnity Keys
@] Siep . Comfigure Automatc Profie dssigiments
@] Siep 7. Monitor Frowsioning Process
] Step . Monitor Profle Assigreents
# [ Ernie Sesumity (TLS)
B ) Secton I Intel® AMT Tasks

O] Reperts
B [0 Tesks
Fl'i'P\.I'II)II -
B [ My Fanverites I Filesr ey emo: [ [ Gesesgees]
B altris Congole Home
Pone T T T T3 e R
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21 altiris console
~ Heme View Hanage Tools Reports  Configure

B T~ F—

siiraboy trepro docal = TRV A inrbator

Help =

2 3 outof Band Management
H 5 alert Standard Farsat Getting Sterted
i ] Colechors
B [ Configuration
2 B Intel® AMT Gating Sterted
8 [ Section &, Provisioeng
= ] Basic Prevsmoniog (veShoul TLS)
@] Steo L Configurs O6E
i Step I Dscaver Copabilibes
B Sep 3. view Intel @ AMT Capabie Comoutars
4T S5m0 4 Create Profls
G Sten 5. Generste Secunty Keys
@] 5t=p 6. Configure Automatic Profle Assignments
@ S%ep 7. Monitor Provisoning Frocess
@] S%ep 5. Monitor Profle Assigneents
B [ Eramie Secudty (TLS)
# [C] Secton 2 IntelE AMT Tasks
E ] Aeporss
B O3 Tasks

Resource Synchronization

| W Enable (currently enabled) |

Saw profite sssignmanis wil be ooaked svomaticelly for all spsterns that e 0 unprovisigned stete snd hawe
Fully Qualified Domain kame (FEON) found in the Rotification Server database based on the system ULID,

™ Intal® AMT 1.0 to profile: [default_3 =)
F Intslm AMT 2.0+ to profile: | default_3 ¥]

synchronize Intelf SCS and Notification Server resotrces.
™ Remove duplicate Intei® AMT resources from Notificabion Server database

F Enable Schedule: [Daily -~

At 2110 Ak ew-;r-_'r'p 1 days, starting SnlLFrda"(, January 01, 2005

Last synchronization statistics

Currant statieg: Inactive

Last Synchromzed: B/27 2007 2:10:11 AM
Total Devices: a

Assigned resources: o

Craated resources: il

Clzaned resources: o

[ Run now ]

- e, g
= [ My Favortes
B Alris Conscle Home

f e R

.(apoox 70 1) Step 7. Monitor Provisioning Process qna



* Altiris C Windows Intermet F'|-|_

A 2y Console 6.5
<1 altiris console”

E mﬂmwt
® B et Standard Forsat Gattrmg Sterted
O] Colecbors
& [ Configuration
= B3 InfelT AMT Getong Started
5 [0 Sacton 1. Provisioning
] B Prenvesioniog (wishout TLS)
@] S0 L Configure DR
. Siep 2 Descover Copsbilbes
03 5o 3. veew Intel @ AMT Caoabie Computers
aT Sea 4, Creste Profie
G Sen 5. Ganersbe Secunity KEyg
@] Step £ Configure Automatc ProSie Assignments
@) Si=p 7. Monitor Provigoning Process
@) 5306, Moniter Frofie Assigrments
@ [ Erwnie Sacuity (TLS)
@ () Secton 2. Intel® AMT Tasks
& [ Aeports
B O] Tasks

r - F‘l it aiisbcr trvpro JocafAR¥|CorolefDetimi,aspriCorsoleGuid=SasBbaT. 250b-47ad-81B6-TeTi4aa0e T0 i eevemide 7| *}]u JLrve Search . [ 24

I B -8 8-t Quen-

Resource Synchronization

| Last synchronization statistics
Current statues: Inactive
Last Synchronized: &/27/2007 2:10:11 AM
Total Dévices: o

|W Enable (currently enabled) |

Hew protie assignmenis wil be rested srtomatically for all systerna that are 1n unprovisioned state and have
Fully Qualified Domain Hame (PQDN) found in the Botificstion Server database based on the system LD,

I Intal® AMT 1.0 to profila: |l:lefault_3 1r|
W intel® AMT 2.0+ to profile: Idcl'aultj "'I

Synchronize Intek® SCS and Notification Server resources
™ Remove duplicate Intel® AMT resources from Notification Server database

¥ Enable Schedule: |Daiy =l

At 2:10 AM every 1 days, starting Saturday, Januany 01, 2005

Assigned resources:
Created resourcas:
Cleaned resources:

= = B =]

[ Run now |

_ Apply | _cancel |

[t - T ENT

In -% nanwn na7wynn s 19n nR? L (ApooR-R) Unprovisioned X1 2¥»7 77002 . M27wan ndwna v 222 mnn Manont 12ma 2w 20awnni
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SF R ) aReie Conscle 6.5 | I Mo B - ipee - ook - M
<1 altiris console ttiribrone trépen. Tock] « TRVRRENAdministrator P |

Hoeme View Hanage Tools Reports Configure Help >

T rolEs LB RVYIX J

=N &-téfmnmagen'-mt

& B alert Standard Forsat Gattng Sterted Intel@ AHT Svstams
& [ Colechor
& O Configr,
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